SECTOR REPORT 1: Retail Banking

Service convergence on mobile devices appeal to modern banking customers

Banks go mobile-first to
attract digital natives
They expect real-time information and responsiveness at their fingertips.

W

hen Asian banks map
out their plans to attract
the next generation of
investors and wealthy individuals,
it became clear that a mobilefirst strategy was key to winning
over these cohorts that grew up
accustomed to digital technology.
Industry observers reckon that the
emerging waves of banking clients
are increasingly expecting the
same exacting standards in digital
responsiveness in their banking
transactions as they do in sectors
such as e-commerce, helping push
banks to accelerate investments in
mobile platforms, cybersecurity,
and technologies such as artificial
intelligence (AI), and application
programming interface (API).
“Millennials and Generation Z
expect to have real-time information
at their fingertips on their mobile
devices,” said Charles Wong, head of
retail banking, Citibank Singapore,
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New operating
models
should seek
to transform
customers’
financial
interactions into
an organic part
of their daily
activities.

which led the bank to bolster its Citi
Mobile app over the past year with
tools such as eBrokerage and foreign
exchange. The app also has access
to Total Wealth Advisor (TWA),
which provides an expansive view of
portfolios and financial insights and
includes the Citigold Diversification
Index, which tells users whether their
portfolio matches their risk appetite
and have sufficient diversification in
both asset classes and products.
Wong reckoned that whilst
the emerging affluent segment
is distinctly digitally active—
demanding accessible solutions and
global markets insights on mobile or
online—they still require assistance
in reaching traditional financial
goals such as investing for their
children’s education or for their own
retirement. He noted that the bank’s
digital and mobile efforts have led
to increased traction amongst the
younger, investment-savvy banking

clients, with the Citi Priority segment
growing 20% and Citigold segment
expanding nearly 10% in 2017.
“As customers become increasingly
digitally savvy, they will expect banks
to interact with them based on the
exacting standards set by more
digitally progressive sectors, like retail
e-commerce,” said Jan Bellens, citing
the 8th EY/IIF survey of leading
banks both globally and within
APAC. “New operating models
should seek to transform customers’
financial interactions into an organic
part of their daily activities, such as
shopping and entertainment, and
help them achieve personal goals, like
funding a wedding, home ownership,
or education.”
Bellens reckoned that service
convergence is an appealing factor
for modern banking customers,
where they prefer to manage all
aspects of their financial lives within
robust platforms, without having to
switch between different financial
portals or channels. By more actively
participating in digital financial
platforms, banks can also collect a
richer set of customer information
to better understand their clients,
identify new market opportunities,
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and develop personalised or
contextual offers, he said.
Over the immediate to mid-term
horizon, especially in developing
Asia-Pacific markets like China,
Bellens flagged the significant
impact of digital disruptors on retail
banking’s competitive landscape.
Retail banks face increased pressure
not just from specialised fintechs, but
also BigTech e-commerce firms and
platform players that boast of their
own, well-established, integrated
financial ecosystems.
“To compete, retail banks will
need to refresh their traditional
product and marketing strategies,”
said Bellens. “As more customers
live their life digitally, particularly
Millennials and Generation Z,
incumbent banks need to consider
how best to leverage the digital
platform infrastructure and its
participants to emulate the BigTechs
and provide more integrated
customer experiences within the
financial services ecosystem.”
Evolving risks
However, as mobile-centric and
digitally-powered retail banking
booms, cybersecurity risks threaten
customer data and bank reputations.
Peter England, CEO of RAKBANK,
which is based in the United Arab
Emirates, said ransomware and
crypto-mining malware are two
of the fast-rising threat vectors,
enabling attackers to extort money
or simply mine cryptocurrency
using computing power of targeted
technology infrastructure.
Attackers are also developing
capabilities to target critical payment
systems such as SWIFT through
low-and-slow attacks that can avoid
detection for longer periods, which
led the bank to develop isolation
strategies to cordon off payment
systems from generic network
elements.
With cybersecurity threats
becoming increasingly complex
and threatening to inflict high
monetary and reputational damages
to institutions, England said
RAKBANK has been using machine
learning and AI techniques to bolster
its cybersecurity defence, particularly
enabling it to define what is “normal”

and identify “anomalous” behaviour.
This has helped the bank create a
system that detects and prevents
attacks and fraud attempts instead of
reacting only when such an incident
occurs. To enhance the capability to
predict risks, England said the bank
has also participated in initiatives
such as generation of private threat
intelligence and collaboration with
peer banks.
Highest risk priority
The intensive efforts by banks to
strengthen their cybersecurity was
ranked as the highest risk priority by
both chief risk officers and boards
for the coming 12 months, said
Bellens, whilst data-related risk was
identified as the leading emerging
risk over the coming five years.
“In practice, there is significant
interdependency between cyber,
data, and fraud risks. For example,
investments in cybersecurity are
in large part designed to protect
both the institution’s most sensitive
data and the infrastructure most
vulnerable to fraud, such as payment
systems,” he said.
Bellens reckoned that Asian
banks operating in the more
developed markets are ramping
up their investments in cyber
threat management and resiliency
capabilities. “The less developed
markets in Asia-Pacific have in
fact been fast to adopt some of
the more innovative banking
technologies, which necessitates
investment in cyber, data, and fraud
risk mitigation,” he noted. “So we
are seeing rapid evolution in the
sophistication of some local banks.”
However, banks can be vulnerable to
the weakest link operating in a given
local market and the current levels
of investment and capability in some
developing markets is “inconsistent.”
In enhancing their security
measures, banks are under
pressure to keep up with their rapid
evolution in terms of digital banking
applications, cloud technologies,
and the use of third-party vendors,
Bellens warned. The shortage of
suitably skilled and experienced
professionals in the Asia-Pacific
region provides further challenges.
The introduction of General Data

Protection Regulation (GDPR) has
also generated considerable activity,
and Bellens expects the broader data
agenda to be “a major area of focus in
coming years.”
Charles Wong

Jan Bellens

Peter England

Transformative AI and API
Amongst the emerging technologies,
AI and API are two elements with
the highest impact potential in retail
banking in Asia-Pacific in the next
12 months, according to Bellens.
Aside from its security applications,
AI technology is being used by banks
to enhance business insights and
customer experiences.
“In terms of AI, whilst it is not
easy to quantify the return from AI
investments specific to retail banking,
customer fronting components can
have a high impact on operations,”
noted Bellens. “AI is not new and has
gone through several stages of hype,
but recently it has started to deliver
real-life business benefits and the
ingredients for a breakthrough are
finally in place.”
A notable AI application is in
credit scoring assessments assisted
by leveraging on social behaviour
and big data analytics technology.
Other core applications of AI, such
as improved chatbots, are also
helping raise the level of customer
experience, noted Bellens.
Meanwhile, open banking is being
mainly driven by regional regulatory
requirements but the technology
paves the path towards new platform
models crucial in winning customers.
“The most obvious return on
investment from open architectures
is that nudging banks to collaborate
with the developer community helps
to build-out existing applications
and create greater customer value
propositions,” said Bellens.

Digital channel satisfaction has signicant potential
to grow

Source: McKinsey Asia Personal Financial Services Survey 2017
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